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Motor vehicle theft in Europe

Motor vehicle crime includes both the theft of the vehicle as well as stolen vehicle parts.
The definition of motor vehicle theft is the removal of a motor vehicle without the consent
of the owner of the vehicle. This excludes robbery of a car or vehicle.

Within the European Union motor vehicle theft appears to be stable or declining (Eurostat
Crime Statistics, 2022).

Figure 1 shows the number of stolen vehicles in 2021. As seen in the figure Iceland, Estonia
and Montenegro are countries with the lowest amount of (registered) stolen cars. The
countries with the highest amount of (registered) stolen cars are Spain, Italy, the
Netherlands, Germany and Turkey.

These numbers of stolen vehicles are lower than the number of (registered) stolen vehicles . ¥
in 2016 (see figure 2). In 2016 the highest amount of (registered) stolen vehicles was more b o l ? eurostatis
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Figure 1: Recorded offences by offence category — police data — theft of motorized vehicles or parts
thereof (2021). Unit of measure: number.
Source: Eurostat (last updated 11.05.2023).
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https://ec.europa.eu/eurostat/databrowser/view/CRIM_OFF_CAT__custom_7460690/default/table?lang=en

The data show that the number of stolen vehicles is declining, the average price of the
stolen vehicles is steadily increasing. Next to more expensive cars being stolen, fast cars
are also often stolen and used for other type of criminal activities.

Motor vehicle crime is part of organised crime and mobile organised crime groups
(MOCGs) are involved in car theft across all of Europe. Cars are stolen on supply and
demand base for financial gain and are transported abroad. In addition, stolen cars are
used to transport and import drugs, weapons and money. The tools that are used for the
theft change constantly in order to avoid detection and vehicles are stripped to move
vehicles parts across borders.

https://frontex.europa.eu/media-centre/news/news-release/true-crime-car-theft-1vBT7u
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Figure 2: Recorded offences by offence category — police data — theft of motorized vehicles or parts
thereof (2016). Unit of measure: number.
Source: Eurostat (last updated 11.05.2023).
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Thatcham Explained: How the Relay Attack works
Research

Criminals can exploit

a vulnerability in keyless
entry / start systems using
a digital theft technique
called the Relay Attack.

First thief stands within close Second thief stands as close to
proximity of the vehicle and uses the house as possible, typically
device to relay received signals by the front door, holding the
to the second thief. second device.

The second device transmits
the relayed signal up to 10-15
metres into the house.

Key fob in
close proximity

When the key stored in the house
receives the signal it replies in a
normal manner, fooling the system
into thinking the owner is close

by, allowing entry into the vehicle.
A second relay is required to

start the ignition.

#VehicleSecurity

Figure 9: How the relay attack works. Source: Thatcham Research, 2023.
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Step S| Crime

<

@ Opportunities

Low presence of police patrols during
night-time.

Parking lots of large retailers, malls and
outlets where a large number of vehicles
are parked together.

Criminals use VPN's and encrypted apps
for communication, so no telephone
signals can be detected/identified by the
police.

Sophisticated technology is used to
overcome mechanical and electronic
anti-theft protection, for example with
vulnerabilities of keyless technology.

The ICT-tool that is used to program
blank key fobs via the OBD port of a car,
can be easily purchased online.

ICT tools like jammers are easily
accessible/available and can block the
LoJack Frequency Trackers of car
manufacturers and other privately
installed track and trace systems within
the vehicle.

Criminals use the ‘all keys are lost’ system
in cars to program blank key fobs, by
using an ICT-tool connected to the OBD
port of a car (with OBD you can read the
complete onboard computer from the car).
Cryptographic techniques are used to
secure data and communication within
the car's system, which helps prevent
unauthorized access, theft and hacking
of the vehicle. However, the standardized
use of cryptography in modern cars is
easily breached.

(1)

.

.

Signals

Abnormal/deviant patterns: certain
security systems keep track of patterns.
If the pattern is deviates, a crime may be
committed. For example, a fixed pattern
takes place every Monday during the day
(for example, traveling to work between
07:00 and 09:00 and traveling home
around 18:00), but then suddenly the car
is used on Monday at midnight; there is a
deviation from the pattern.

Possession of locksmith or jamming
equipment/ jammer detection.

False license plates.

Jamming of GPS or mobile phone signal
in the neighbourhood vicinity.

Known locations and ANPR alerts: some
places/locations are popular with criminal
groups. These places are known to LEAs
for criminal activity or for its use by specific
mobile organised crime groups (MOCG)
or in specific modi operandi (MO's).

Facilitators

Providers of tools and special equipment
for (breaking into) cars such as
unscrupulous locksmiths.

Criminal network: provides the know-how
and tools for car theft or false
documentation for ID’s or vehicles.

=

ﬂ@ﬂ Partners

National police; LEAs: can identify more
signals and teach these signals to
patrolling teams.

Municipal authorities: local authorities are
responsible for the infrastructure of the
municipal and can work towards trans-
forming it into more resilient to vehicle
crime.

European Union, Europol and Interpol:
can be partners in creation more
cooperation between different LEAs.
Private security companies: many private
security companies are involved in
guarding parking lots of big supermarkets,
malls and outlets which makes them
potential partners to the police. They
could pick up signs of suspicious activities
and alert the police.

Locksmith associations: can be essential
partners for increasing accountability and
integrity among locksmith professionals.
Car manufacturers and car dealers:
working pro-actively on security
measures/updates and implementing
new anti-theft ICT technology in cars.
Insurance companies: mandatory
anti-theft prevention for clients, giving
access to LEAs to their tracking systems,
alerting LEAs to patterns in crime/MO's.
Insurance Europe is an overarching
association of insurance companies
within the EU, they can be a partner in
creating cooperation between different
insurance companies and more trend
detection concerning fraud.

+ ICT-developers: can help car manufac-

turers identify risks and provide them with
solutions and security measures/updates.
Local communities: signalling and repor-
ting suspicious activity and behaviour to
the police and taking additional
precautionary measures to safeguard
their property (neighbourhood watch or
neighbourhood WhatsApp group).

% Barriers

A more comprehensive cooperation
between European countries to combat
organised crime. This cooperation also
needs to be extended to the private
sector. Prioritised prevention/repression of
car theft within member states, shared
rules/norms for documentation and
knowledge in license plate identification,
faster information sharing between LEA
and more trust, speeding up the process
of mutual assistance between EU LEAs.
LEA visible on the street: preventive work
in areas that can be seen as hotspots for
vehicle theft: road checks, discrete
surveillance, etc.

Improved or developed regular exchange
of information between police, car
manufacturers and car dealers.
Insurance companies and manufacturers
can give LEAs access to their tracking
systems and alert LEAs to patterns in
crime/MO's.

£V-BAR

Educating the public in preventing recent
car theft trends (for example owners of
keyless cars). Preventive actions by the
general public (for example placing keys
in a case or biscuit tin).
Encouraging car owners to equip their
vehicles with car alarms (e.g. incentive,
tax reduction). Also adding new
mandatory equipment to the vehicles
with keyless-go systems. Simple systems
can impeach this transmission, such as
anti-wave pockets.
Dialogue with the car manufacturers
about the importance of three elements:
1. Limiting the accessibility of the OBD
plug
2. Stop putting the VIN directly at the
bottom of the windshield
3. Installing a sound system signalling
the driver when he left his keys in the
ignition
So they can implement these three
elements in their design.
Requirements on keys in the case of cars
with keyless entry. For example: sleep
mode after 3 to 5 seconds not using. In
this way the signal can’t be intercepted
by the software used by the perpetrators
to use the key and open and start the car.

This is a brief overview of this step. For all opportunities, signals, facilitators,
partners and barriers of this step, visit: www.barrieremodellen.nl.
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Step 8 | Transport

<

@ Opportunities

Proximity and ties to the other regions
and countries in the Schengen area.
Open borders provide a secure option for
transport as there is the least risk for LEA/
private sector controls. Customs agencies
and expedition offices have not enough
resources to monitor every container and
there is no obligation to thoroughly check
documentation. Criminals take
advantage of the massive amount of
container shipments that gets
transported every day from multiple
ports.

There is a large criminal network
available that will provide resources for
transport and trade. Criminal networks
can also trade with each other, stolen
cars do not always end up in the legal
market.

Criminal networks take advantage of
poor working conditions and low wages in
some Eastern European countries to
attract (unknowing) truckdrivers for
employment within their criminal network.
Even though there is an European
authority (European Labour Authority)
fighting this abuse, it still happens.
Corruption at African customs. Their very
low wages make it possible for criminals
to corrupt some of them in case of
difficult control. They moreover usually
employ assistants who are paid only with
the money coming from corruption.

(1)

Signals

False documentation: criminals use false
documentation for the car/containers
and their own identification. During
checks, car thieves will provide digital
documentation for the stolen cars, these
documents are harder to verify. Having
multiple documents of different vehicles
or identities on mobile phones can
indicate criminal activity.

Vehicles stacked on lorries or containers:
criminals will try to make as much profit
as possible in one shipment so they will
stack vehicles without much care (it's
cheap to repair the damage in country of
export).

Container weight does not match
reported 'bill of load’ (a contract that
spells out the quantity, type and
destination of the goods being shipped).
At the last minute there is a need to load
a car onto the container.

=

Facilitators

(African) customs: regular controls the
vehicles imported from Europe. But they
have no means to identify stolen vehicles
(they can't identify the VIN numbers in
some cases, they have no access to the
European stolen vehicles folders, etc.).
Harbours (and harbour master/ port
supervisory authority): they transport
most of the export theft vehicles in
cargos or ferries. Roll-off ports at
harbours enable passengers to take their
cars with them.

U@ﬂ Partners

LEA (national police and border police)
more controls and random checks/
learning to identify signals or trend
detection.

Customs (National Customs Agency
(NCA)): more controls and diligent VIN
checks on borders/in ports.

Vehicle inspection services: can be a
partner by reporting suspicious behaviour
and to adhere the mandatory check of
multiple VIN's on vehicles.

Harbour masters: can signal suspicious/
deviant behaviour.

% Barriers

» Developing an intensive and routine
interregional and international
cooperation.

» Enhancing inter-institutional cooperation
at BCPs: regular exchange of information
between national police, border police
and customs authorities in order to
regularly update the risk profiles applied
during border checks.

» Developing EU guidelines and regulation
to prevent problems with the General
Data Protection Regulation (GDPR) in EU
countries. Such as a coherent EU policy
on minimum requirements for data
collection within shipping companies.
This will enable them to conduct trend
detection and better identification of
criminal activity.

» Adding vehicle theft and vehicle parts

theft to PARSEC, a project which aims to

deliver a set of solutions by developing
innovative tools, services and security
management views to fight the abuse of
postal and express courier flows for
criminal and terrorist purposes.

Installing jammers' detection systems at

the tollgates. These systems can identify

vehicles equipped with GPS jammers.

These vehicles have higher probabilities

to be stolen vehicles and can become the

object of priority controls.

+ Checking whether the reported 'bill of
load’ matches the weight of the
shipment. This check is required but can
be done more strictly.

£V-BAR

* No further changes (in other words: no
extra vehicles or car parts added) to the
shipment X number of hours prior to
departure.
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